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Algorithm 1 Encoding

Input: e = (e,,_1€;_2 - €9)2 is 2 binary data and S is a

known part in DNA with m non-omittable codons.

Output: S after storing e in S as replaced Codons.

Begin

1: Let the m non-omittable codons in S be x;y;z;,i =

01,..m-—1.

2:fori=0tom-1do

3:xyyizi = FSM (xyy;2)), 1 e., |xiyizi| = 0.

4 xyizg = SM(x;y;z{, €;)

5: end for

The m non-omittable codons in S are exposed to

replaced Codons.

End
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Algorithm 2 Decoding
Input: S is a known part in DNA that stores e =
(ém—1€m—z - €9)> as replaced Codons.
Output: e = (e;_18m_2 - €0)2
Begin
1: Let the non-omittable codons in S be x;y;z;,i =
01,..m-—1.
2:fori=0tom-1do
3:e; = |x;y;z;|(mod 2)
4: end for

5: return e.
End

® First Substitution Map (FSM)
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Algorithm 3 Substitution Bytes

Input: a DNA state S:

SO 0’ 51,0' S ,00 53,()! 50,1! Sl,ll 52,1' 53 1) s 53,3'
where'each S; ;'1s 8 non-omuttable codons.

Output: perform the substitution on S
Begin

1:fori=0to 3 do

2: forj=0to0do

3: d;; = Decoding (Sij)

4. Encoding (S-box (di,j), Sij)

5:  endfor

6: end for

End
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Algorithm 4 Swap

Input: S; and S; are two DINA strands and each one is 8
non-omittable codons with dy= Decoding (S;) and d;=
Decoding (S;)-

Output: Changing in Sy and S; such that d;= Decoding
(So) and dy= Decoding (S;)

Begin

l:fori=0to 1do

2:  d; = Decoding S;

3: end for

4: Decoding (d4, Sy)

5: Encoding (dg, S1)

End

Algorithm 5 Shift Rows

Input: a DNA state S:
S0,0051,0052,00 53,00 50,1, 51,1, 52,1, S3.1, -+, S33, Where each
S; j is 8 non-omittable codons.

Output: perform Shift Rows on S.

1: Swap (S1,0,511) W shifting second row:

: Swap (S1,1,51,2)
:Swap (S1,2,51,3)
: Swap (82,0, 52,2)
: Swap (S21,52,3)
: Swap (S3,0,531) P shifting fourth row:
 Swap (53,2, 533)

:Swap (830, 53,2)

End

» shifting third row:
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4: create a chain of nucleotides §' with the digit

sequence
(esegeseseszeqe e 0), @ (00011011),
5: end if

End

Algorithm 7 Mix Columns

Input: a DNA state S”:
50,051,001 52,00 53,00 50,1, 51,1, 52,1, S3.1, -+, S33, Where each
S; j is 8 non-omittable and d;; = Decoding (S; ;)
Output: perform Mix Columns on S'.

Begin

1: forj =0to 3 do

2: Uy is a chain of nucleotides with the digit sequence
(do; @ dy )

3: U; is a chain of nucleotides with the digit sequence

(di; ®dy)

4: U, is a chain of nucleotides with the digit sequence

(dz; ® d3)

5: Uz is a chain of nucleotides with the digit sequence
(ds; @ do,;)

6: Vy = MultBy2(U,)

7: V; = MultBy2(U,)

8: V, = MultBy2(U,)

9: V3 = MultBy2(U3)

10: term is a chain of nucleotides with the digit sequence
(do; @ dy; Ddy; Dds;)

11: (So,; @pna term) @pya Vo

12: (Sl‘j ®pna term) @pya Vi

13: (Sz‘j @pna term) @pya Vs

14: (53‘1- @pna term) @pya Vs

15: end for

End
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Algorithm 6 MultBy2 (Multiplication by 2 in GF (28))
Input: S is a chain of 8 nucleotides with the digit
sequence (e;e4e5,63€,61€0),

Output: S'= 2S.

Begin

1:if e; = O then

2: create a chain of nucleotides S’ with the digit
sequence (e;egese,636,61600),

3: else
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